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The General Data Protection Regulation (“GDPR”):  

 
Consent and Privacy Notice (Policy)  

in Relation to Use of the Horizons SaaS Software 
 

  

 
This document is intended to share Confirmit’s understanding of the subject matter. This document must not be 

interpreted as legal guidance. We recommend that Confirmit’s clients seek their own legal advice. 
 

This document is based on Confirmit’s views of the subject matters herein based on GDPR input from our lawyers, 
EU authorities, the UK ICO, the European Data Protection Supervisor, WP29, the IAPP, TrustArc, and more.   

 

 
 

1. THE GDPR IN SHORT 
 

On May 25th, 2018, Regulation (EU) 2016/679 (the “GDPR”) came into force in all EU countries. In 
July 2018, the GDPR will also come into force in the remaining countries of the European Economic 
Area (the “EEA”), which includes Iceland, Liechtenstein, and Norway. Confirmit’s headquarters are in 
Oslo, Norway. 

 
The overall purpose of the GDPR is to protect certain personal data (see a. below). The GDPR 
provides data subjects with rights in relation to personal data they have shared with companies that 
collect, store, analyze, and otherwise use personal data (“process”).  The term personal data has 
similar meaning (but not identical) to personally identifiable information in the United States (the 
“US”), 
 

 
a. To whom does the GDPR apply? 

 
Article 3 of the GDPR sets for that:  
 

(the GDPR) applies to the processing of personal data in the context of the activities of an 
establishment of a controller or a processor in the Union, regardless of whether the processing 
takes place in the Union or not. 
 
(the GDPR) applies to the processing of personal data of data subjects who are in the Union by 
a controller or processor not established in the Union, where the processing activities are related 
to: (a) the offering of goods or services, irrespective of whether a payment of the data subject is 
required, to such data subjects in the Union; or (b) the monitoring of their behaviour as far as 
their behaviour takes place within the Union. 
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Based on GDPR #3, GDPR does not apply if:  
 

1. The company processing the data is located outside of the EEA and is not processing any 
personal data originating from within the EEA; or   

2. The data being processed is anonymous; for example that which cannot be linked back to a 
data subject.  

 
Note that the GDPR has extended the definition of personal data to include, for example data that 
together with other data can enable identification of data subjects. 
 

 
b. Controllers & processors 

 
The GDPR discerns between two key roles companies may have:  
 

 The data controller is the party determining what data is to be collected, from whom, how it 
is to be collected, and how it is to be used. Our clients are the data controllers. 

o In some cases our clients may actually be processors themselves because they in 
turn provide services to a third-party controller. This is the typical case for market 
research companies. That does however not change the relationship between 
Confirmit and our client: As between the two of us, our client is the data controller.  

 The data processor executes the instructions of the data controller either manually or 
programmatically, for example via a software-as-a-service (“SaaS”) offering such as the 
Horizons SaaS platform, or by instructing us on certain consulting work to be performed for 
them. Confirmit is the data processor.  

 
 

c. Confirmit’s status in relation to the GDPR 
 
Confirmit is compliant with the GDPR requirements applicable to it. See 
https://www.confirmit.com/Legal-Notices/, “GDPR – What does it mean for Confirmit’s clients?” 
Please refer to the Questions and Answers section in Appendix 1 for further information.  
 
 

d. Can Confirmit provide legal GDPR advice to its clients? 
 
It is our clients’ responsibility, not Confirmit’s, to ensure that the surveys and the associated data 
collection and data processing they initiate and perform are compliant with laws and regulations 
applicable to our clients. Confirmit cannot interpret the law on our clients’ behalf. 
 
However, we are eager to share our views, and this memo aims at doing that. Please do obtain your 
own legal guidance.   

 

 

https://www.confirmit.com/Legal-Notices/
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2. CONSENT: CONDITIONS AND CONTENT 
 
The GDPR requires there to be a lawful basis for processing of personal data. Article 6 of the GDPR 
sets forth six lawful bases on which a controller can rely. Guidance we are aware of points to consent 
under Article 6(1)(a) being the most relevant lawful means for data collection via surveys. We have 
observed two main exceptions being advocated for:  
 

i) in relation to internal surveys a company runs with its employees, consent will normally not be 
deemed to be freely given and therefore not would not constitute a valid means1. In such 
cases one of the other lawful means in Article 6 should constitute the basis of the 
processing.  

ii) ESOMAR issued a guide on consent in July 2017 aimed at the survey / market research 
industry. In short, they confirm that consent is required for most data collection, but they 
also indicate that data controllers may claim “legitimate interest” for certain types of data 
collection, namely surveys to clients based on an existing database. See table 2 on page 
25 and table 4 on page 31 of the memo available from here.  

 
 

a. Consent is the responsibility of Confirmit’s clients in their role as data controllers  
 
Official consent guidance from the EU authorities (the “Article 29 Working Party” or “WP29”) was 
published in April 2018; see here.  
 
Consent is only required when personal data is processed in relation to data subjects within the 
borders of the EEA at the time of data collection, regardless of the nationality of the data subject. 
See here for further details. The best practice is to obtain consent even outside of the EEA because 
a number of other countries already enacted or plan to enact consent requirements similar to those 
of the EEA.   
 
In the following we will share our views on the conditions required for consent to be valid, the rules 
for the information to be provided when consent is obtained (content), and then guidelines for you to 
determine what to include in your company’s consent. In Appendix 1 we share some suggested 
wording for consent.  
 
 

b. Conditions of Consent 
 

 Certain conditions for consent have to be met; consent must:  
o be obtained prior to collection or processing of personal data;   
o be prominent, concise, separate from other terms and conditions, and easy to 

understand;   
o be freely given, specific, informed, and clearly indicative of the data subject’s wishes 

such as an active opt-in. Pre-ticked boxes or default settings do not constitute 
consent;   

o not be inferred or cross referenced to URLs in other areas;   

                                              

1 See Article 6 of the GDPR, and the following guidance from Taylor Wessing: “…consent will very rarely be appropriate in an HR context 
because it is unlikely to be genuinely freely given, and that employers should look to base their processing on the ‘legitimate interests’ 
justification, or on another ground such as the processing being necessary for performance of a contract or due to a legal requirement.” 

https://www.esomar.org/uploads/public/government-affairs/position-papers/EFAMRO-ESOMAR_GDPR-Guidance-Note_Legal-Choice.pdf
http://ec.europa.eu/newsroom/article29/item-detail.cfm?item_id=623051
https://cybercounsel.co.uk/data-subjects/
https://globaldatahub.taylorwessing.com/article/ico-draft-guidance-on-consent
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o must be capable of being withdrawn without detriment to the data subject. 

 Further,  

o the data controller must upon request be able to demonstrate that it obtained valid 

consent prior to the relevant processing;  

o the GDPR does not set a specific time limit for consent. However, consent is likely to 

degrade over time depending on the context. You will need to consider the scope of 

the original consent and the individual’s expectations. The best practice, but not a 

requirement, would be to inform the data subject how long the data will be retained;  

o there is a requirement of keeping records to evidence consent: who, when, how, and 
what they were told. This is achieved by default if a Horizons questionnaire page is 
used.  
 

 
c. Content of Consent 

 

 With regards to the content of the consent, the consent text must at a minimum include the 
identity of the controller and the purpose of the processing (Recital 42). Further, Article 13 
says that “at the time when personal data are obtained”, the controller must “provide the data 
subject with all of…” the items listed in Article 13 of the GDPR (see below).  

 

 Article 13 does however not say that all the information listed therein has to be included in the 
consent itself; it says the information must be “provided.” WP29 guidance is that “… not all 
elements named in Articles 13 … must always be present as a condition for informed 
consent” as long as a privacy notice is referenced to. WP29 consent guidance from 
November 2017, page 15, says:  

 
A controller that relies on consent of the data subject must also deal with the separate 
information duties laid down in Articles 13 and 14 in order to be compliant with the GDPR. … 
However, this section is written in the understanding that valid “informed” consent can exist, 
even when not all elements of Articles 13 and/or 14 are mentioned in the process of obtaining 
consent (these points should of course be mentioned in other places, such as the privacy 
notice of a company). 

 
 

 Accordingly, based on the above, Confirmit’s lawyers’ view is that the content of the consent 
can be limited to the identity of controller, the purpose of processing, a link to the company’s 
privacy notice, and, assuming the privacy notice includes all that is required by Article 13, 
nothing else. However, if any of the requirements in Article 13 are not included in the 
company’s privacy notice, they need to be added in the text of the consent.  
 

 
d. How to determine what consent text your company needs to use 

 
The key question is: how much detail does the consent wording have to include? Our view is that 
one can keep the consent text short if it includes a link to the privacy notice and such notice includes 
the information required in accordance with Article 13.  
 
Here is Confirmit’s simplified formula for how Confirmit’s clients can determine what text to include in 
its consent text:  
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1. Review the applicable requirements of GDPR Article 13  
 

2. Check your company’s publicly available privacy notice and assess which of the GDPR 
Article 13 items are already covered there 
 

3. The difference between 1 and 2 is what you need to declare in the consent text, but at a 
minimum always declare the the identity of the data controller and the purposes of the 
processing together with a link to your company’s privacy notice  

 
In Horizons, a consent question can easily be built in the start of the survey; see suggested approach 
in Appendix 1.  
 
 
Consent is not needed every time:  

 Consent may not need to be obtained for every survey an individual completes if the original 

consent is sufficient to cover more than one survey; for example panelists in market research. 

 Where client has already obtained consent prior to GDPR and such consent already meets 

GDPR requirements. This will not be the case for most clients. In order to be fully compliant, 

new GDPR consent should be obtained.  

 
 

3. PRIVACY NOTICE 
 

Your company’s privacy notice plays an important part in relation to consent. To the extent you 
company’s privacy notice informs the data subject about how your company is processing their 
personal data, you can keep your consent text shorter.   
 
Confirmit’s clients sometimes ask us to add our privacy notice to their invitation e-mail or to their 
survey. Adding Confirmit’s privacy notice to a client e-mail or a client survey is incorrect. Confirmit 
acts as the data processor, not the data controller, in relation to its clients. The privacy notice is a 
declaration made by the party which initiates, uses, discloses, and manages information it collects, 
including personal data. The applicable privacy notice must therefore be that of the data controller: 
our client. The client’s privacy notice should mention Confirmit as the data processor and the 
locations of processing, but the client’s privacy notice cannot be replaced by Confirmit’s privacy 
notice.  
 
Confirmit’s privacy notice clearly explains the companies’ roles. Section 5 is about Confirmit’s role as 
data controller and does not apply to where Confirmit assists a client in their data collection activities. 
Section 4 addresses Confirmit’s role as a data processor and makes it clear that:  
  

If you seek access to correct, amend, or delete inaccurate personal data, or if you seek to 
invoke any other rights in respect to the personal data under applicable laws, you should direct 
your query to Confirmit’s customer as the data controller.  

 
We do however offer the data subject the opportunity to contact us if our client is unresponsive:  

 
If you have reached out to our customer and are not getting a reply, you may approach 
Confirmit in accordance with section 6 below.  

 

http://www.confirmit.com/privacy-policy.aspx
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APPENDIX 1 
Consent text for surveys 

 
---  CONSENT TEXT IN ACCORDANCE WITH ARTICLE 13  --- 

 
 
Important – the below text is only intended as a suggestion for a starting point for companies creating 
their own consent wording. It is aimed at covering all the requirements in GDPR Article 13, and we 
have mapped our wording towards the applicable requirements like this:  {13.x.y}. In our view the 
following do not apply to surveys: 13.1.d; 13.2.e and 13.2.f. As explained above (see “How to 
determine what consent text your company need to use?”), items covered in your company’s privacy 
notice need not be included again in the consent text.   
 
 

------------- 
 

 
This wording cannot be used as legal guidance. We recommend you seek legal advice. 

 
<If you want to permit respondents not in the EEA to go straight to the survey2:> 
If you are not responding to this survey from within the European Economic Area (EEA), please go 
directly to the survey by selecting “skip” below.  
 
<Recommended: If want everyone to provide consent:>  
At <company name3> we take data privacy seriously. {13.1.a} 
 

 We collect the following types of personal data: <list overall types and categories>. The 
data we collect will be used for the following purposes <explain in short> {13.1.c}.  

 The data will be stored on servers in <country> {13.1.f}, <select an option from the 
following, or write appropriate alternative text> 

o managed by industry leading providers meeting applicable requirements for data 
protection.  <Add if applicable: More details about the appropriate safeguards are 
available in the privacy notice, see <link> >. 

o provided by industry leading vendor Confirmit, subject to high security standards {13.1.f 

: “appropriate safeguards”}. The data center is managed by < Rackspace US / Rackspace 
UK / Rackspace AU >.  

 The data may be accessed, subject to strict confidentiality obligations, by recipients who are 
employees of <company name> and its affiliated entities {13.1.e}, and by our respective 
subprocessors. <if relevant: A list of our subprocessors is available in our privacy notice, see 
below link>.  

 The data will be retained in identifiable form for <specify retention period. Alternatively: > 
o The data will be retained for as long as <specify retention criteria> {13.2.a} 

 You may withdraw your consent at any time {13.2.c} or send us a request for access, 
rectification, or erasure of your data {13.2.b}. In order to do so, please <select option> 

o send an e-mail to <client e-mail address> and specify the grounds of your request  

                                              
2 Our lawyers recommend against this, their view is that it would be prudent to obtain consent from everyone, since the 

concept of informed consent is spreading into may countries of the world 
3 In some jurisdictions, such as in the UK, full company address must be provided, either here or as a link.  

https://en.wikipedia.org/wiki/European_Economic_Area
https://www.confirmit.com/confirmit/media/Media/Legal/GDPR_memo-2017Sept15.pdf
https://extranet.confirmit.com/Confirmit-Horizons/Overview/security-features/
https://www.rackspace.com/
https://www.rackspace.com/en-gb
https://www.rackspace.com/en-gb
https://www.rackspace.com/en-au
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o <if there is a form you ask the data subject to complete in order to handle the data 
subject access request (“DSAR”)>: fill in this form to provide us with the information 
we need to help you4 

 For more information about our privacy practices, to file a complaint, and for contact details to 
our company and our Data Protection Officer, see <add link to Privacy Notice URL5> 
{13.1.b}. You may have the right to lodge a complaint with a supervisory authority where 
applicable. {13.1.d} 

 
<Single type response if you permit respondents not in the EEA to go straight to the survey > 
 

 Skip to survey; I am not currently located in the European Economic Area 

 I am currently located in the European Economic Area, and I provide my consent for the 
processing of my personal data in accordance with the information above 

 I do not consent and do not want to take this survey 
 
 
<Single type response if you ask everyone to provide consent > 
 

 I provide my consent in accordance with the above  

 I do not consent, and do not want to take this survey 
 
 

------------- 
 
 

--- CONFIRMIT’S TEXT IN ACCORDANCE WITH ARTICLE 13 AND BASED ON INFORMATION 
PROVIDED IN CONFIRMIT’S PRIVACY NOTICE--- 

 
Note – the reason this text is so short compared to the foregoing is that 5.B. of our privacy notice 
addresses most of the items required under GDPR Article 13.  
 
 
At Confirmit we take data privacy seriously. The data we collect for this survey will be used for the 
purposes of <explain in short>. Information we are required to provide to you prior to processing 
your data as described in the General Data Protection Directive (GDPR) is available to you in 
Section 5.B. of our privacy notice. For any question related to data privacy, to contact us, or to assert 
your rights, please see the contact details in Section 6 of our privacy notice.  
 

 I consent and want to move to the survey 

 I do not consent and do not want to take the survey 

                                              
4 Under the UK Data Protection Act, it was permitted to invite a data subject to complete a form in order for them to present 

their Subject Access Request (“SAR”). No guidance we are aware of exists in relation to this under the GDPR.  
5 Items included in the privacy notice can replace the items included in the consent text, except the identity of the controller 

and the purpose of processing.  

 

https://www.confirmit.com/Privacy-Notice/

